

    
      Navigation

      
        	
          index

        	
          next |

        	Trustworthy Factory - Installation and Administration Guide 4.4.1-FIWARE-R4 documentation 
 
      

    


    
      
          
            
  

	Admin Guide
	Trustworthy Factory Installation

	Sanity check procedures

	Diagnosis Procedures











          

      

      

    


    
         Copyright 2015, Thales Communications and Security.
      Created using Sphinx 1.3.1.
    

  

    
      Navigation

      
        	
          index

        	
          previous |

        	Trustworthy Factory - Installation and Administration Guide 4.4.1-FIWARE-R4 documentation 
 
      

    


    
      
          
            
  
FIWARE Trustworthy Factory - Installation and Administration Guide


Trustworthy Factory Installation

This guide tries to define the procedure to install the Trustworthy Factory
in a machine, including its requirements and possible troubleshooting
that we could find during the installation.


Requirements

The pre-requisite for the java factory is a Windows OS  and a JDK1.7. The JAVA_HOME and the PATH must be set up according to the JDK installation directory.




Installation

Two possible installation procedures could be used to have the Trustworthy Factory ready to use


The Zip installation

The simplest solution is to take the Zip installation provided to extract the complete factory already configured for the development of Java application. For that, recover the Zip archive and unzip it.
The factory is ready to use.




The Eclipse update

This installation is based on a virgin eclipse installation where all the plugins must be deployed. For that, an Kepler eclipse version must be used.
The process is to use the update site of all the plugins in order to build the java factory.
In eclipse HMI, the software installation view must be opened : Help>Install new software


[image: ../_images/Image003.png]


The installation of a new plugin is realised by following the 3 steps:


	For each plugin, one must create a new update site entry using the “Add” button and fulfill the required information:

	The name of the update site

	The URL of the update site



# For the selected update site, we must select the package to install. Depending on  the installed plugin, a selection of features is displayed. The user must select the features of the plugin required for the installation. In the Trustworthy Factory context, the selection required is described later for each plugin.
# After the selection, the usage licence must be accepted in order to complete the installation.
In the Trustworthy Factory case, the following plugin must be installed:

+-------------------+---------------------------------------------------------------------------------------+-------------------+
| Tool              | Update site                                                                           | Selection         |
+-------------------+---------------------------------------------------------------------------------------+-------------------+
| checkstyle        | http://eclipse-cs.sf.net/update/                                                      | All               |
+-------------------+---------------------------------------------------------------------------------------+-------------------+
| PMD               | http://sourceforge.net/projects/pmd/files/pmd-eclipse/update-site/                    | PMD for eclipse 4 |
+-------------------+---------------------------------------------------------------------------------------+-------------------+
| findbugs          | http://findbugs.cs.umd.edu/eclipse                                                    | All               |
+-------------------+---------------------------------------------------------------------------------------+-------------------+
| Subversive        | http://download.eclipse.org/technology/subversive/2.0/update-site/                    | All               |
+-------------------+---------------------------------------------------------------------------------------+-------------------+
| Subversive        | http://community.polarion.com/projects/subversive/download/eclipse/4.0/update-site/   | SVNKIT 1.8.4      |
+-------------------+---------------------------------------------------------------------------------------+-------------------+
| maven             | http://download.eclipse.org/technology/m2e/releases/1.3/1.3.1.20130219-1424           | All               |
+-------------------+---------------------------------------------------------------------------------------+-------------------+
| Eclemma           | http://update.eclemma.org/                                                            | All               |
+-------------------+---------------------------------------------------------------------------------------+-------------------+





Then, the Trustworthy Factory update site must be installed to complete the installation. The installation is realised using the URL update site of the trustworthy factory (https://github.com/TrustworthyFactory/UpdatesiteFactory).

At the end of the installation procedure, the eclipse.ini file must be modified. The line -product org.eclipse.platform.ide must be added/replaced in this file.
The eclipse platform must be restarted at the end of the installation in order to activate all the options.








Sanity check procedures

The Sanity Check Procedures are the steps that a System Administrator
will take to verify that an installation is ready to be tested. This is
therefore a preliminary set of tests to ensure that obvious or basic
malfunctioning is fixed before proceeding to unit tests, integration
tests and user validation.


End to End testing

In the case of the Optet plugins, the different elements are signed in order to keep the consistency of the different elements, especially the configuration elements.

1. Installation inspection
Le following plug-ins list must be check to in the factory to check the completude of the installation. For that, in the “About eclipse platform”, check is the folowing mandatory plug-ins are present:


[image: ../_images/Plugins.PNG]


2. Configuration consistency check tool
The consistency check is based on the verification of the signature of the different plugins. In order to check the signature, he can use the jarsigner process provided by the JDK. A specific preference page is provided into the Optet configuration to configure the path of this jarsigner.


[image: ../_images/Image006.png]


3. Run the consistency check
In the Optet Presentation page, a button called “check consistency” can be used to check the consistence of the eclipse installation. The check realised is the signature verification of all the signed plugins present into the eclipse installation directory.
If the consistency is Ok, the following message appears:


[image: ../_images/Image007.png]


Otherwise, the error message will be displayed.




List of Running Processes

Using the windows Task Manager, check that an “eclipse” process in runing




Network interfaces Up & Open

The eclipse platform must be configure to access internet in order to install plugins and run compilation. For that, use the eclipse tutorial [http://help.eclipse.org/luna/index.jsp?topic=%2Forg.eclipse.platform.doc.user%2Freference%2Fref-net-preferences.htm] in order to configure the internet access




Databases

No Database






Diagnosis Procedures

The Diagnosis Procedures are the first steps that a System Administrator
will take to locate the source of an error in a GE. Once the nature of
the error is identified with these tests, the system admin will very
often have to resort to more concrete and specific testing to pinpoint
the exact point of error and a possible solution. Such specific testing
is out of the scope of this section.


Error handling & Logging

The factory is based on Eclipse which provides error managements and diagnostic element. The factory follows this philosophy providing :


	Error Dialogs: The factory displays messages using message dialogues to display information to the user (errors or informations)



	
	Log information: the factory has a log file where problems are recorded. The log file can be found in a couple of places:

	
	Workspace log - This is the most common location for the log file, It is stored in your workspace in the meta-data directory. Check out workspace/.metadata/.log.

	Configuration log - Sometimes information is record in the configuration log file instead of the workspace log. (especially if the workspace hasn’t been created yet, there isn’t one, or it cannot be created) Check your configuration area for a configuration log file. (configuration/<timestamp>.log)









	Console errors: Occasionally problems happen in the system really early before there is a workspace and before there is a configuration area. This means that there is nowhere to write the log file so information is written to the console. For that launch the factory using the eclipsec.exe executable instead of eclipse.exe.








Resource availability

The resource availability in the node should be at least 4Gb of RAM and
8GB of Hard disk in order to prevent enabler’s bad performance in both
nodes. This means that bellow these thresholds the enabler is likely to
experience problems or bad performance.




Remote Service Access

This GE can’t be access remotly.




Resource consumption

The factory is vbased on eclipse which is well know to have a bad memory management. The memory consumption can vary from 250M to 1G Ram.
The CPU consuption is depending of the usage (édition, compilation, code generation, execution, etc...)




I/O flows

Input flow:
No input flow must arrived to the factory

output flows:
The factory uses internet connection in order to access plugin repository and libraries repository. The required port are 80 and 443. Following the user usage, some specific repository must be access and the port is dependant of the repository specification
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FIWARE Trustworthy Factory - User and Programmers Guide



Introduction


This section describes how to use the different factories used by the software developers and by the software designers. These factories are used to develop applications by writing source code and to certify application. For each one, a global scenario of development is given and the detailed activities. For java (and mobile) development factory, the pre-requisite is that the developers have enough skills to write java code. For the certifier, the goal of certification tool is to help the evaluator to produce evidences and, with that and with some other information, to deliver a Digital Trustworthiness Certificate (DTWC).





User Guide



Global scenario description


Two main scenarios, one for each profile.
The development scenario


The basic scenario for the trustworthy java application development factory is the following:



		The developer starts his trustworthy java application development factory. During this step, he enters his credentials in order to access the environment;


		The developer configures the environment by using the preference pages. During this phase, he configures the access to the SVN repository;


		The developer creates a new Optet project. He uses the Optet wizard to configure this new project.


		The developer writes the application source code following the guidelines and performing the tasks he has to follow for a trustworthiness development.


		During the project, the developer could run static and runtime analysis in order to check the compliance with the TWAttributes requirements;


		When the development of the application is finished, the developer archives the source code in the secure repository.





The certification scenario
The basic scenario for the certification tool is the following:



		The certifier starts his certification tools. During this step, the user enters his credentials in order to be admitted into the environment;





		The certifier configures the environment using the preference pages. During this phase, he configures the access to the SVN repository and the certificate used to signed the DTWC;





		The certifier creates a new Optet project. He uses the Optet wizard to configure this new project. At this stage, the certifier must select a project with the sources (coming from the development phase);





		
		On the project, the certifier opens the workflow view of the certification process:


		
		The first step enables to define the software description regarding the input of the SVN file (TWProfile and CSM);


		The second phase enables to define the trustworthiness problem definition;


		The third phase enables to define the trustworthiness property specification;


		The fourth phase enables to run the analysis using the analysis plug-in (using the automatic functionality);


		The last phase enables to generate the DTWC[2] and the component.














		When the certificate and the component are created, the certifier saves them in the secure repository.











Authentication phase


When the user wants to develop a new component by using the Trustworthy Java applications development factory, he starts the factory and enters his credentials in order to be authenticated. During the start-up of the factory based on eclipse, the following view appears in order to enter credentials:



[image: ../_images/AuthN.png]


In this view, the login and the password must be entered. Then press ?OK? to validate. If the credentials are valid, the user reaches the workspace development view. If not, an error message appears:



[image: ../_images/AuthNFailed.png]


In this version, the login password for the development factory is dev/dev and for the certification tool is cert/cert.





Configuration of the environment


The developer has to set the Optet. The configuration is done under a unique entry point into the Preferences pages of Eclipse.
To access the Optet Preferences, click on Windows>Preferences>Optet Main Preferences
The following page appears:



[image: ../_images/PreferencePage.png]


This page is the mother page presenting the Optet project. Under this page, all the Optet configuration pages are located, i.e.:



		Optet Certificate Preferences


		Optet SVN Preferences


		...





For the developer, only the Optet SVN preferences need to be used.


**1. Optet SVN Preferences


SVN tool plays the role of secure repository. This secure repository is used to store the Trustworthiness project coming from the design phase.



[image: ../_images/SvnPref.png]


The required data is:
* The SVN Repository: the URL of the repository used shall be entered
* The user credentials: the developer enters the SVN credentials used to interact with the SVN repository. (The credentials can be different from the factory credentials).
The deployment of a SVN Repository is a pre-requisite for Java Trustworthiness factory and is not in his scope.


**2. Optet Certification Preferences


The Certificate Preferences allows the certifier to specify some required data about the generation of the certificate.



[image: ../_images/Image056.png]


At the end of the certification process, the certificate generated by the automatic process is signed using the certificate of the certifier. For that, the certifier must enter the element require in order to use his certificate ((see the keytool part). This certificate is stored in a key store and the access to this key store is specified (the path, the alias of the certificate, the password of the certificate, the password of the key store).


When the certificate is generated, it?s stored locally and also pushed to external service (web service) in charge of storing all the certificates generated by the certification tool.





Development of a Java application


The development of a trustworthy Java application is based on the same mechanisms than for a standard Java application. The main steps are:
* To link this java development with trustworthy requirement coming from the secure repository.
* To write java source code for the application.


**1. Trustworthy requirements


The trustworthy requirements for the Java development are present into the secure repository configured previously. This secure repository is composed of a set of projects. Each project is linked to a dedicated application which must be developed with the factory. The structure of each project is the following and it integrates data coming from the design phase (The TW profile, the CSM (Concrete System Model), etc...). All these data need to be set into the Secure repository during the design phase under a specific tree:



[image: ../_images/SvnTree.png]



		An output directory which  contains, at the end, the delivery and the TW certificate;


		The sources directory which contains the sources produced during the development phase;


		The TWProfile.xml file which is the file containing the evidence required by the assets;


		The CSM.xml file which contains design data of the component to be developed;


		The readme.txt file which contains information about the project required by the developer and /or the certifier.





All these files are mandatory in order to start the development.


**2. Java Project Creation


The developer has fourpossibilities for a development using the Optet environment:



		Start a new development from scratch;


		Recover a previous development already developed using Optet


		Convert a standard java project into an Optet development.


		Convert manually a standard java project into an Optet development.





**2.1 Start an empty SVN project


In order to create a new Optet project, the developer must use the Optet Wizard. For this, click on File>New>Other>Optet certification>Optet Wizard



[image: ../_images/Wizard1.png]


At this step, the two next views will be the same as for a standard Java project.



[image: ../_images/Wizard2.png]


The developer must enter the name of the project, the location, the JRE used, etc...
The second view is used to configure the Java settings



[image: ../_images/Wizard3.png]


The last view links the future development with the SVN Optet project:



[image: ../_images/Wizard4.png]


With this view, the developer is connected to the secure SVN repository containing the entire trustworthiness project. The developer selects the project he wants to develop. Using the list on the left, the developer browses through the entire created project and sees the description and the content of the SVN repository. In this example, just the CSM.xml, the TWProfile.xml and the readme.txt file are present.
In this example, the checkout option shall not be set because the developer starts with an empty source folder.
At the end, the project is created and is ready to be updated by the developer.


**2.2. From an existing SVN project


In this example, the developer must follow the development of an application already stored in the secure SVN repository. In this case, the principle is the same as previously except the phase of checkout. When the developer selects the project to extract, he selects the checkout option. At the end of the project, the sources of the development will be checked-out into the project workspace.


**2.3. From an existing development


The last example is when a development has already been done by the developer but was not attached to an Optet project. In this case, the developer must click on the Eclipse Toolbar optetMenu>Select project. The following view appears in order to give the opportunity to the developer to select the Optet project:



[image: ../_images/Wizard5.png]


When the project is selected, the developer validates his choice and selects the Java project he wants to associate. For this, the next view appears:



[image: ../_images/Wizard6.png]


The developer selects the project and validates the choice. After this, the current Java project is associated with the SVN Optet project defined in the secure SVN repository.


**2.4. Manually from an existing development


The TWProfile.xml and Optet.properties files must be created manually into an Optet directory on the project


The TWProfile.xml must contains de TWAttributes expected with the metric and excepted values. The format must be like this


<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<TWProfile>
       <TWAttribute name="Maintainability" attributeID="44">
               <Metric name="documented elements" metricID="253" expectedValue="80"></Metric>
       </TWAttribute>
       <TWAttribute name="Flexibility/Robustness" attributeID="40">
               <Metric name="interceptet errors" metricID="235" expectedValue="100"></Metric>
       </TWAttribute>
       <TWAttribute name="Change Cycle/Stability" attributeID="25">
               <Metric name="Compliance with best programing practices" metricID="1154" expectedValue="60"></Metric>
               <Metric name="unit test coverage for stability" metricID="1153" expectedValue="60"></Metric>
                       </TWAttribute>
       <TWAttribute name="Reliability" attributeID="41">
               <Metric name="Reliability of Software" metricID="243" expectedValue="90"></Metric>
       </TWAttribute>
       <TWAttribute name="Software Complexity" attributeID="41">
               <Metric name="structure of the software" metricID="243" expectedValue="90"></Metric>
       </TWAttribute>
</TWProfile>






The Optet.properties file must be like this


#Optet properties
#Sat Sep 06 16:33:16 CEST 2014
project.type=java
svn.project.selected=






**3. Java Development


After the creation of the java project, the developer write the source code of the application, he integrates different new components in order to be able to build the application he has to deliver. In this section, we consider that the developer has skills to write properly java source code


**4. The analysis phase


During the development of the component, the developer can run, at any time, the analysis (static and runtime) in order to evaluate the quality of his code with respect to the predefined trustworthiness requirements selected in the secure SVN repository.
In order to launch the analysis project, the developer must use the contextual menu and select the desired analysis:



[image: ../_images/OptetMenu.png]


**4.1. The static analysis


When the developer selects the static analysis, all the sources are checked regarding the trustworthiness requirements associated with the project. As results, all the malformations detected into the code are displayed. The display of this is realized into the OptetAudit view as follows:



[image: ../_images/StaticAnalysisRes.png]


In this view, the developer can see:



		The tool which detects the problem;


		The file involved;


		The line where the problem is;


		The severity of the problem;


		The rule set;


		The message of the problem;


		The recommendation in order to solve it.





**4.2. The runtime analysis (Due to a license problem, the runtime analysis is desactivated)


When the developer selects the runtime analysis, the result is the execution of the unit tests present in the project. This allows the computation of some metrics like the coverage. The data is displayed using the result of the JUnit execution:



[image: ../_images/JunitRes.png]


For the coverage part, the results regarding the number of classes, methods, lines, etc... are displayed in another view, the OptetTestCoverage view:



[image: ../_images/TestCoverage.png]


**4.3. Optet Metric computation phase


During this phase, a full analysis (static and runtime) is realised and computed regarding the required TWAttribute needed for this development. The output of the different analysis are computed using the method defined in the [7](To resume, the different evidence have weight with predefined values in order to calculate the TWAttribute value).


The evidences detected by the factory have the following forms:



		The unit test coverage : based on the execution of the unit test, the ratio number of method tested/ the total of all the methods are computed


		The comment ratio : use the code analysis , the ratio of comments to the number of lines of code is computed


		The Unit test ration : The number of test OK / The total of Tests is computed after the junit tests


		The Rules : For a dedicated TWAttributes, a list of rules configures the static analysis plugins (PMD, Checkstyle and findbugs). When a rule is violated by the code, this rule is considered as failed. The computation is realised by using the number of violated rules over the total number of rules checked for the TWAtrribute.





Using these inputs, the computation could be realised by using the weight assigned to the different evidence. The configuration of the different evidence weight is configurable by using a specific configuration file. However, nobody must change it.
The result of this computation is display in the dedicated view ?OptetMetric view? like this:



[image: ../_images/ComputationResult.png]


The specific case of the Availability is due to no evidence are found in order to compute the result.


**5. Commit phase


When the developer considers that his code is compliant with the trustworthiness requirements, he stores his code into the secure SVN repository. For this, he selects the ?commit source? entry present into the contextual menu. Using this command, the commit is realised in the sources directory of the Optet project (in the secure SVN repository associated).
In order to just commit the required files, this view is displayed:



[image: ../_images/Commit.png]


With this view, the developer could select each file on which make a commitment.





Certification of a Java application


**1. Selection of the project to be certified


The certifier needs to select a project from the secure SVN repository in order to certify it. In this case, the operation to load the project is the same as for the developer part (the case ?From an existing SVN project?). This operation is the same for all kinds of project (Java, Web, mobile)


**2.  Certification process


To certify a component, a dashboard is dedicated in order to guide the certifier in the process. This dashboard is called using contextual menu of the project.


The following view appears:



[image: ../_images/Dashboard.png]


For each step, a dedicated view helps the certifier to enter the required data. All the data is required for the successful completion of the certificate generation.


**2.1. The software description


This view helps the certifier to describe the system and to define the certification perimeter:



[image: ../_images/SystemDesc.png]


In this view, from the root element, we can create a subcomponent and associate either other components, or an attribute or a stakeholder to this component.



		The Component: a component could be associated with another component, some attribute and some stakeholder.


		The attributes: For the attributes, the certifier may select their type as InputParameter or OutputParameter and choose if this attribute is selected for the evaluation;


		The Stakeholder: For the stakeholder, the certifier may select the type as End-user, System or Service. All the defined stakeholders are displayed in the stakeholders list for reuse if needed.





**2.2. The Trustworthiness problem definition


In this second phase, the certifier associates each asset present in the TOE with the potential problems to which the asset might be exposed.



[image: ../_images/ProblemDef.png]


For the selected asset, the associated problems checked by the certifier will be also published in the DTWC. (The list of the possible problems is not already defined).


**2.3. The Trustworthiness property specification


In the next step, the certifier associates each asset present in the TOE with a list of TWAttributes defined in the system:



[image: ../_images/PropertySpec.png]


For this version the possible TWAttributes are:



		Flexibility/Robustness (Intercepted errors)


		Reliability (Reliability of Software)


		Maintainability (Documented functions)


		Change Cycle/Stability (unit test coverage for stability, Compliance with best programing practices)


		Software Complexity (structure of the software)





On the right side, all the TW property specification created by the certifier appears. These TWproperties can be deleted if there is a need to.


**2.4. The evidence


At this stage, the certifier checks the code in order to find evidence to fill the data related to the trustworthiness attributes defined for the system in the evaluation report. The certifier has two possibilities:



		Manual evaluation: In this case, the certifier must enter manually all the metrics values required by the certification process


		Automatic evaluation: In this case, the certifier run automatically the static and runtime analysis in order to extract evidences. The computation of all the evidences found will use to fulfill the required TWAttributes metrics





**2.4.1. Manual evaluation


When the certifier selects manual evaluation, the following view appears:



[image: ../_images/Evidences.png]


For each TWAttribute and the associated metrics, the user sets a value and the method used to find this value. The possible methods are:



		Compute: if the certifier uses an external tool to evaluate the metric;


		Inspection: if the certifier explores all the files manually in order to evaluate the metric;


		Native: if the language properties used to develop the application imposes the metric.





The certifier must set all the values required.


In this view, the expected value for the metric is displayed indicating the required value. A specific icon helps to show rapidly if the computed value is under/over the expected value.


**2.4.2. Automatic evaluation


In this case, the same view appears but with some not modifiable values. The values are coming from the automatic evaluation made when the certifier clicks on this ?Automatic? button.


When the values are coming from the automatic evaluation, the certifier can?t modify them. But, if the automatic evaluation can?t fulfill some attribute due to missing information, the certifier must enter the value manually.



[image: ../_images/Evidences2.png]


**2.5. The DTWC[2] generation


This last step is carried out when all the previous steps are done. During this phase:



		The product is compiled





The compilation of the product is realised using the following interface



[image: ../_images/Compilation.png]


Using this interface, the certifier can select 3 possibilities to build the product: Maven, Ant or a Shell script. These three kinds of build are the common way to build a product into eclipse.


Then, the certifier must select the build file using the browse button and indicate the target option defined into the build file.


When the build is finished, the certifier must select the compiled product.



[image: ../_images/Compilationoutput.png]


This product will be the element pushed by the technology provider to the marketplace:



		The DTWC is generated using the data collected during the certification workflow, the hash of the product is inserted into the certificate and signed with the certifier?s certificate defined in the preference pages of the IDE;


		The DTWC is transferred to the web service responsible to host all the certificate files.
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How to use this Docker file


the main requirement that you have docker installed on your machine.





Run the container





Making plugins persist between sessions


Eclipse plugins are kept on $HOME/.eclipse inside the container, so if you want to keep them around after you close it, you’ll need to share it with your host.


For example:


mkdir -p .eclipse-docker





Run the container


To run the container, just use this command line to download and run the factory. Adjust the workspace directory in order to share your workspace beetween the host and the container


docker run -ti --rm \ -e DISPLAY=$DISPLAY \ -v /tmp/.X11-unix:/tmp/.X11-unix \ -v `pwd`/.eclipse-docker:/home/developer \ -v `pwd`:/workspace \ fiware/docker-trustworthyfactory


When the factory is launch, select the workspace path “/home/developer/workspace”
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Description


Installs fiware-trustworthfactory.





Requirements


Ubuntu 14.04
Chef must be installed.





Attributes


node[fiware-trustworthyfactory][‘app_dir’] contains the path to install





Usage


With chef-solo:


sudo chef-solo -c solo.rb -j node.json



You can find a solo.rb and node.json samples at the root of the recipe.
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What you get


You get the reference implementation of the Trustworthy Factory which help the developer to create trusted applications This is addressed by the Trustworthy Factory GE which thrives on the following major innovations:



		A trustworthiness-driven (Java) development platform, allowing to instantiate easily the trustworthiness constraints and to produce the related evidence;


		A specific development platform, dedicated to the development of applications for the trustworthy-by-design execution platform;


		A Trustworthy Application Certification Platform supporting certificate editing, signature and binding (code labelling tool).








Why to get it


Helping the developer to produce trustworthy application is most for security aspects. Based on Trustworthy attributes (Which are non-functional requirements), the factory help the developer to increase the code quality of his application regarding the trustworthy objectives fixed a the beginning of the project


Top.





Advanced topics



		Installation and administration


		User and programmers guide


		Open Specification [http://forge.fiware.org/plugins/mediawiki/wiki/fiware/index.php/FIWARE.OpenSpecification.Security.TrustworthyFactory_R4]


		Architecture Description





Top.





License


(c) Thales Communication & Security, GNU General Public License v3
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